ABSTRACT In this paper, a novel image encryption algorithm is proposed based on a sevendimensional (7D) hyperchaotic system and simultaneous row-column swapping. First, the 7D hyperchaotic system is introduced. The SHA-512 hash function is applied in order to generate the system parameters and initial values of the 7D hyperchaotic system. Seven real numbers are transformed in order to form three new sequences. The new sequences are used for the scrambling and diffusion operations. Then, the scrambling matrix is formed, and a plain image is subjected to the permutation process. Finally, the diffusion method is performed on the scrambled image, and the cipher image is ultimately obtained. The experimental results reveal that the proposed scheme has good performance. This scheme has large secret keys and is highly sensitive to the plain images and initial keys. This method could also resist many kinds of attacks. The proposed method is superior with respect to its security and encryption performance compared with some other methods.
I. INTRODUCTION
With the fast development of network and communication technologies, at present, the vast majority of multimedia information is transformed over networks [1] , [2] . It is increasingly important to protect private images during transmission. Images have some intrinsic features compared with text, such as high redundancy, high correlation among the pixels, low entropy and massive data. Traditional encryption methods, such as the data encryption standard (DES), the international data encryption algorithm (IDEA), the advanced encryption standard (AES) and the Rivest Shamir Adleman (RSA), are not suitable for image encryption. Image encryption is one efficient method to protect information's security and many methods have been proposed. These image encryption schemes are based on chaotic systems [3] - [7] , DNA coding [8] - [15] , compressive sensing [16] - [18] , gray code [19] , [20] , bit-level permutation [21] - [23] , quantum
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theory [24] - [26] , fractional theory [27] - [29] and others [30] - [35] . Among those techniques, chaotic systems are the most frequently used for image encryption. With the development of computers and cryptanalysis, some existing encryption techniques have been broken [36] - [41] . Low-dimensional chaotic systems, such as logistic maps, cat maps and baker maps, are simple and fast. However, these systems have small key spaces and parameters. The cryptosystem will have some security problems because low-dimensional chaotic maps have weak chaos performance [21] . A hyperchaotic map has more than one positive Lyapunov exponent. This map has better ergodicity, more complex dynamic behavior, wider chaotic intervals and higher randomness than low-dimensional systems [13] , [32] , [42] , [44] . Sun [13] proposed an image encryption scheme based on pixel-level scrambling, bit-level scrambling and the DNA technique. The chaotic sequences were generated by a 5D hyperchaotic system. Yuan et al. [32] presented a parallel 5D hyperchaotic image cryptosystem. A plain image was divided into several levels. The same level pix-els were processed in parallel. Each pixel to be encrypted was determined using two neighboring encrypted pixels. Li et al. [44] used a 5D hyperchaotic system to generate sequences. Then, pixel-level permutation, bit-level permutation and diffusion were executed to strength the security of the cryptosystem.
To date, hyperchaotic systems with more than five dimensions have seldom been researched in the image encryption literature. Yang et al. [42] proposed a new 7D hyperchaotic system that has five positive Lyapunov exponents. It has more complex dynamic behavior and randomness. In this paper, a 7D hyperchaotic system is adopted in order to generate a good chaotic sequence for an image encryption system. To increase the relationship between the plain image and the cryptosystem, the SHA-512 hash function is adopted in order to calculate the parameters and initial values for the cryptosystem. Therefore, the proposed algorithm is highly sensitive to plain images. It can improve the proposed scheme so that it can resist chosen-plaintext and known-plaintext attacks. To improve the efficiency of the cryptosystem, a new scrambling method is adopted in order to simultaneously permute the rows and columns of plain images.
The rest of paper is organized as follows. In Section II, a 7D hyperchaotic system is introduced and chaotic sequences are generated. In Section III, image encryption and decryption schemes are proposed. The simulation results are given in Section IV. The security analysis is reported in Section V, and the study's conclusions are provided in Section VI.
II. 7D HYPERCHAOTIC SYSTEM AND CHAOTIC SEQUENCES GENERATION

A. 7D HYPERCHAOTIC SYSTEM
The 7D hyperchaotic system [42] is defined as Eq. (1):
where x 1 , x 2 , x 3 , x 4 , x 5 , x 6 , and x 7 are the system states and a, b, c, d, e, f , g, h, l, and m are the system parameters. When (a, b, c, d, e, g, h, l, m) = (10, 1, 28, 8/3, 2, 1, 2, 1, 1) and f ∈ (6.3, 15.3), system (1) has seven Lyapunov exponents and five positive Lyapunov exponents. The hyperchaotic attractor of system (1) is shown in Fig. 1 with (a, b, c, d , e, f , g, h, l, m) = (10, 1, 28, 8/3, 2, 10.1, 1, 2, 1, 1).
B. CHAOTIC SEQUENCES GENERATION
The SHA-512 hash function is often employed to generate a 512-bit hash value based on plain image P that is of size M × N . The hash values would be completely different from each other even if two images have only a one-bit difference [16] . The generated hash value is utilized in order to generate the initial values and system parameters of the system (1). The 512-bit hash value K is divided into 8-bit blocks. Each 8-bit block is converted to a decimal digit, and so there are 64 decimal digits that are represented as k 1 , k 2 , . . . , k 64 .
1. The initial values and system parameters of system (1) can be calculated as follows:
where f ∈ (6.3, 15.4); t i is part of the secret keys; i = 1, 2, . . . , 7; mod (x, y) returns the remainder of x divided by y; and a⊕b represents the XOR operation between a and b. 2. System (1) is iterated N 0 times in order to avoid a transient response. N 0 is an integer secret key, and 501 ≤ N 0 ≤ 800.
3. Continue to iterate system (1) MN times in order to generate seven real-number sequences: x 1 , x 2 , x 3 , x 4 , x 5 , x 6 and x 7 .
4. The new sequences s 1 , s 2 and s 3 are produced.
s 2 (i) = mod(floor(abs(x 3 (i) + x 4 (i)) × 10 10 ), 256) (7) 
III. IMAGE ENCRYPTION AND DECRYPTION SCHEMES A. IMAGE PERMUTATION PROCESS
Most image permutation methods are based on row-by-row or column-by-column operations. This approach means that one permutation operation only scrambles the row or column of the image matrix. At least two permutation operations are required in order to obtain a complete scrambling effect.
In this paper, a new scrambling method is proposed for simultaneously permuting the rows and column of a plain image matrix. It is depicted as follows.
Step1. The sequence s 1 is converted into a chaotic matrix S of size M × N .
Step2. Each column of matrix S is sorted in ascending order and an index matrix ID is obtained.
Step3. Column extension is conducted on the matrix ID in order to obtain a new matrixIDE.
Step4. Select the values in S with positions in IDE and sort them in ascending order in order to obtain an index matrixRD.
Step5. Each row of matrix IDE is rearranged according to the values in matrix RD and the scrambling matrix TP is achieved.
Step6. Shuffle the plain image P using the scrambling matrix TP and finally obtain the permutation matrix P . (4, 4) , (2, 2)}. The 1-st row of shuffling matrix P is achieved. It is P 11 = P 23 , P 12 = P 41 , P 13 = P 44 , P 14 = P 22 .
♦ The 2-nd row of IDE is {(2, 1), (1, 2), (3, 3), (2, 4)}. Find the values using these positions in S and sort them in ascending order. The 2-nd row of RD is obtained, which is {2, 3, 4, 1}. Rearrange the 2-nd row ofIDE according to the 2-nd row ofRD and obtain the 2-nd row of TP = {(1, 2), (3, 3), (2, 4), (2, 1)}. The 2-nd row of shuffling matrix P is achieved. It is P 21 = P 12 , P 22 = P 33 , P 23 = P 24 , P 24 = P 21 .
♦ The 3-rd row of IDE is {(1, 1), (4, 2), (4, 3), (3, 4)}. Find the values using these positions in S and sort them in ascending order. The 3-rd row ofRD is obtained, which is {4, 3, 1, 2}. Rearrange the 3-rd row of IDE according to the 3-rd row of RDand obtain the 3-rd row of TP = {(3, 4), (4, 3), (1, 1), (4, 2)}. The 3-rd row of shuffling matrix P is achieved. It is P 31 = P 34 , P 32 = P 43 , P 33 = P 11 , P 34 = P 42 .
♦ The 4-th row of IDE is {(3, 1), (3, 2), (1, 3), (1, 4)}. Find the values using these positions in S and sort them in ascending order. The 4-th row of RD is obtained, which is {1, 3, 2, 4}. Rearrange the 4-th row of IDE according to the 4-th row of RD and obtain the 4-th row of TP = {(3, 1), (1, 3), (3, 2), (1, 4)}. The 4-th row of shuffling matrix P is achieved. It is P 41 = P 31 , P 42 = P 13 , P 43 = P 32 , P 44 = P 14 .
B. IMAGE DIFFUSION PROCESS
Image diffusion could spread slight changes in the plain image over the whole encryption image. The steps of diffusion are shown as follows.
Step 1. Convert matrix P into a sequence with a length of MN from upper-left corner to lower-right corner.
Step 2. Convert P and s 3 into the corresponding binary sequences.
Step 3. The sequence G will be obtained as in (9) .
where CFT[a, b, c] represents the c-bit cyclic shift on the binary sequences a. MSB(c) represents the most significant bit of c. The left cyclic shift or right cyclic shift will be determined by b =0 or b =1, and r = 1, 2, . . . , MN .
Step 4. The binary sequence G is converted into its decimal sequence.
Step 5. The diffusion sequence C is obtained as in (10) .
where G(i), s 2 (i), C(i) and C(i-1) respectively represent the decimal sequence value, the chaotic sequence value, diffusion sequence value and the previous diffusion value.
Step 6. Convert the sequenceC into a two-dimensional matrix P . The cipher image P is finally achieved.
C. IMAGE DECRYPTION PROCESS
For the proposed symmetric image encryption algorithm, decryption is the inverse operation of encryption, and it is briefly described as follows.
Step 1. According to given secret keys, generate the chaotic sequences s 1 , s 2 and s 3 .
Step 2. The two-dimensional matrix P is converted into a one-dimensional sequence C.
Step 3. Sequence G is obtained as in (11) .
Step 4. The sequence P will be obtained as in (12) .
Step 5. The chaotic matrix S of size M ×N is generated based on sequence s 1 .
Step 6. The scrambling matrix TP is generated based on Step 2 to Step 5 in the IMAGE PERMUTATION PROCESS.
Step 7. The scrambled image P is inversely permuted to get plain image P based on permutation matrix TP.
IV. SIMULATION RESULTS
In this paper, MATLAB R2010b is employed in order to assess the image encryption and decryption performances of the proposed scheme. The personal computer has a 3.3 GHz CPU, 8G of memory and the Windows 7 Operating system. Some different 256 × 256 grayscale images are used as plain images. Part of secret keys is set as follows: t 1 = 1.2356, t 2 = 2.8905, t 3 = 0.89648, t 4 = 3.45797, t 5 = 0.45723, t 6 = 0.7642, t 7 = 0.2375 and N 0 = 638.
As shown in Figs. 3 (b, e, h and k), the cipher images are all noisy and unrecognizable. It can be seen from Figs. 4(b, e, h and k) that the distributions of the pixel values are very uniform and flat. Hackers could not find any relevant information from the histograms regarding the plain images. From Figs. 4(c, f, i and l) , it can also be shown that the recovered images are the same as the plain images.
V. SECURITY ANALYSIS A. KEY SPACE ANALYSIS
The key space of the cryptosystem should be sufficiently large to withstand brute-force attacks. If the key space is more than 2 100 , then the cryptosystem will be secure [31] , [35] . The secret keys of the proposed encryption scheme include the following: (1) the 512-bit hash value K ; (2) the given initial values t i , where i = 1, 2, . . . , 7; and (3) the positive integer N 0 , where 501 ≤ N 0 ≤ 800. If the computational precision is 10 −15 , the key space is approximately 2 512 ×(10 15 )7×300 ≈ 2 512 × 2 348 × 2 8 = 2 868 . Therefore, the key space of the proposed scheme is large enough to withstand exhaustive attacks. As shown in Table 1 , our proposed method has a larger key space than the methods in [6] , [16] , [35] , and [43] .
B. KEY SENSITIVITY ANALYSIS
A good cryptosystem should be sensitive to the secret keys in both the encryption and decryption processes.
A 512-bit hash value is obtained from a plain image. The generated hash values will be completely different, even if there is a tiny difference between two images. Then, the 
(e) Cipher image of (d). (f) Decipher image of (e). (g) Peppers. (h) Cipher image of (g). (i) Decipher image of (h). (j) Sunset. (k) Cipher image of (j). (l) Decipher image of (k).
initial values and parameters of the system (1) will be different among similar images. The peppers image (as shown Fig. 3(g) The modified secret keys are applied in order to encrypt and decrypt images. One of the initial values is altered, and the others remain the same, during every encryption or decryption process. It can be shown from Figs. 5 and 6 that cipher images will be completely different, even if secret keys have only a minor alteration. It can also be concluded from Fig. 7 that plain images can be correctly recovered only with the right secret keys. When the secret keys have a slight modification, the recovered image will be noisy and unrecognizable.
The pixels will be modified by 99.6% between the plain image and the recovered image when using incorrect secret keys.
C. CORRELATION ANALYSIS
The correlation coefficient r xy between two adjacent pixels x and y is computed as
where
Five thousand pairs of adjacent pixels from the plain image and encrypted image are selected in the horizontal, vertical, diagonal and counter diagonal directions. Fig. 8 shows the correlation of two adjacent pixels in the original Peppers image and its encrypted image. It can be shown that the pixels are highly correlated in the plain image whereas the correlation is greatly reduced in the encrypted image. Table 2 shows the correlation coefficients of two adjacent pixels in the cipher images. From Fig. 8 and Table 2 , it can be concluded that the correlation of the cipher image is very small, and the absolute values are all smaller than 0.024. This means that the proposed scheme could effectively resist statistical attacks.
D. INFORMATION ENTROPY ANALYSIS
Information entropy is one of the important parameters to measure the randomness of a cryptosystem. It is often used to measure the performance of a cipher image. It is described as in (15) .
where m i represents the total of the ith symbol and p(m i ) represents its probability. For a gray image with 256 gray levels, the value of the maximum information entropy is 8 [6] . Table 3 displays the information entropy of the cipher image. It can be seen that the results that are generated by our scheme are very close to 8. This means that there is very little information leakage in cryptosystem and it could be negligible. Therefore, the proposed scheme could withstand entropy attacks. Compared with previous methods [2] , [9] , [12] , [34] , our method has the best performance with respect to information entropy.
E. LOCAL INFORMATION ENTROPY ANALYSIS
The local Shannon entropy (LSE) could be used to test the randomness of the encrypted image [45] . The (k, T B ) LSE could be defined as
where It can be seen from Table 4 that when the image blocks are selected randomly from the cipher image, the local Shannon entropies are all greater than 7.9 and have passed the tests. It also shows that the generated cipher images have high local randomness.
F. DIFFERENTIAL ATTACK ANALYSIS
To resist differential attacks, the cipher image should be very sensitive to the plain image. This means that a slight change in the plain image will generate an entirely different cipher image. The number of pixels change rate (NPCR) and the unified average changing intensity (UACI) are often utilized to measure the sensitivity of the cipher image to the plain image [9] . The NPCR and UACI are defined as follows:
where M and N represent the size of the image, and C 1 and C 2 denote the cipher images before and after one pixel of the plain image is modified, respectively. The ideal NPCR and UACI values are 99.609375% and 33.463541%, respectively [2] . The NPCRs and UACIs are shown in Table 5 . It can be proved that the proposed scheme could effectively resist differential attacks.
G. CLIPPING AND NOISE ATTACKS ANALYSIS
During real communications, the cipher image will be easily disturbed by noise. Furthermore, some data of the cipher image may be lost during transmission. Therefore, a robust image encryption scheme should be able to recover the image from a noisy cipher image or one that is missing some data. all recognizable. This means that the noisy cipher data is tolerated.
From Figs. 9 and 10, it can be concluded that the proposed scheme could resist noise and cropping attacks.
H. SPEED ANALYSIS
The encryption speed is one very important criterion to measure the performance of an encryption algorithm. Table 6 displays the results of the encryption times of the proposed scheme and other methods.
As seen from Table 6 , the encryption time of the proposed method is almost the same as that of [6] and is better than those of [9] and [14] . This shows that the proposed scheme could be used for real image transmission. Compared with some hyperchaotic encryption schemes, it can be concluded from Table 7 that our proposed is better than those of [13] , [32] , and [44] . A 512-hash value is assigned as part of secret keys, and so our scheme has a large secret key space. A 7D hyperchaotic system is applied to generate more random chaotic sequences, and so our scheme is superior to those of [13] , [32] , and [44] with respect to the information entropy, UACIs and NPCRs. The encryption time is similar to that of [13] but is better than those of [32] and [44] .
VI. CONCLUSIONS
In this paper, a novel image encryption algorithm is proposed based on a 7D hyperchaotic system. First, a SHA-512 hash function is adopted in order to produce the parameters and initial values of the 7D hyperchaotic system. Three new sequences are generated by seven real number sequences, which are produced by the 7D hyperchaotic system. Then, the plain image is subjected to the permutation processes, which simultaneously swap the rows and columns. Then, image diffusion is performed on the scrambled image, and the cipher image is finally achieved. The experiments demonstrate that the proposed scheme has good performance in image encryption. The proposed method has a large key space, is very sensitive to plain images and secret keys, and could resist many kinds of attacks. Compared with some other methods, the proposed algorithm is also superior with respect to its security and encryption performance. In our future work, we will focus on encrypting large images or videos and conduct complexity analysis. 
